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PERSONAL DATA OF LEGAL ENTITIES AS A POTENTIAL SPECIAL
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Bissaliyev Marlen Sakenovich?

Ph.D. student, Department of International Law, Al-Farabi Kazakh National University, Almaty,
Kazakhstan, e-mail: mbissaliyev@gmail.com

Shakirov Karimzhan Nurumovich
Doctor of Law, Professor at the Department of International Law, Al-Farabi Kazakh National
University, Almaty, Kazakhstan, e-mail: kshakirovi@gmail.com

Abstract. The article examines the main approaches to the personal data of legal entities
as a potential special object of legal protection in cyberspace. The arguments for and against
providing legal protection to legal entities' data of this type are presented. The article proposes
its arguments for the impossibility of protecting the personal information of legal entities through
the existing system of legal norms regulating the protection of personal data of citizens, based on
the recognized theory of the essence of a legal entity, the goals of its identification, and taking into
account the ultimate beneficiaries of legal entities - individuals.

The research focused on four ways of analyzing complex systems: system analysis and a
comprehensive description of personal data as an independent phenomenon of legal reality and an
object of legal protection, functional analysis, which enables the consideration of personal data
in the legal regulation system; specific scientific research methods, primarily sociological and
psychological, which determined the main parameters of the regulation and implementation of
individual and legal entity rights, and an axiological approach that revealed the true significance
of technology for protecting the right to personal data.

Keywords: information, cyberspace, Internet, legal entity, personal data, personal information,
identification, legal protection of personal data
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AHHOTAUUSA. Amanean macene OOUbIHWA wiemen a0ebuemmepine Wory dHcacanovl. 3aH0bl
MYA2anapea KamvlCmol apHaiibl 00beKminepoi KYKblKmulK KOp2ayobl KAMMAMAcsl3 emyine 6aii-
JIGHBICMbL KKOLOAY» IHCIHE «Kapculy 0anendep Kelmipindi. Aemop meopusmer maHwlieaH 3aH0bl
MYN2AHBIY MIHIHE, OHbIY CIUKECEHOIpY MAKCAmmapvlHa HeaHe 3aH0bl MYA2ANapobll — HceKe
MYA2anapobly MynKinikmi OeHepuyuapiapvii eckepe omvlpuln, A3aMammapobly HceKe O0epex-
mepiH Kopaayovl pemmeumin KYKblK HCYUeci apKblibl 3aH0bl MYIEANaApObIH HeeKe MaTlIMemmepiH
KOp2ayovlH MYMKIH emecmizci mypansl 63iHOIK 0a1e10i YCbIHAObI.

3epmmey Kypoeni scyiienepoi manoayobiy mepm maciline Ha3ap ayoapobl. HCYUeniK maioay
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arcone oepoec depexmepdi KYKbIKMbIK WUbIHObIKMbIY 0epbec KYObLIbICblL HCIHEe KYKbIKIMbIK KOP2AY
obvexmici peminoe JHCAH-HCAKMbL CUNAMMAy; KYKbIKMblK pemme) dicyliecinoe depbec depek-
mepoi Kapacmulpy2a MyMKIHOIK Gepemin QyHKYUOHANObIK MAnoay; dHceKe HcaHe 3aH0bl myn2a-
JapObly KYKLIKMAPbIH pemmey MeH Jcy3e2e acblpyobly Hecizei napamempiepin anblKmAaumsiH,
eH an0bIMEH COYUONOLUSIBIK HCIHE NCUXONOSUSATBIK 3epmmeyOiy HaAKmMbvl 20iCmepi, HcaHe HceKe
Ooepekmepee KYKbIKmbl KOPAY MeXHOI0SUSCLIHbIY WbIHAUbL MAHBI30bLILIZLIH AUKAH AKCUOLO2U-
SABIK KO3KAPAC.

Tyiiinoi cezoep: axnapam, xubepxenicmix, HUnmepnem, 3ayovl mynza, oepbec Oepexmep,
JHrceKe aknapam, calukecmeHnoIpy, dxceke 0epekmepoi KYKblKmMblK KOPEay

MNEPCOHAJBHBIE JAHHBIE IOPUJIUYECKHUX JINIL KAK
BO3MOKHBIA OCOBbIN OBFBEKT IIPABOBOUM OXPAHBI B
KUBEPIIPOCTPAHCTBE

bucanues MapJien CakeHOBUY
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AHHOTAUMsA. B cmambe paccmampuearomesi 0OCHO8Hble NOOX00bl K NePCOHANbHLIM OAHHBIM
IOPUOUYECKUX IUY KAK B03MONCHOMY 0COOOMY 00beKmy NPasosoti OXpaHvl 8 KUOepNpoOCmpancmee.
I1posedén 0630p 3apybedicHoll tumepamypuvl no ykazanHomy eonpocy. [lpedocmasnenvt apeymenmol
«3a» U «NPOMUB» NPEOOCMABIeHUsL IOPUOULECKUM JUYAM NPABOBOU 3aUUumsl 00beKmMos noooo-
H020 pooa. Ilpednodcena cobcmeennas apeyMeHmayusi HeO3MONCHOCTIU 3AUUNMbL NEPCOHATILHOTL
uHpopmayuu 1PUOUYeCcKUx Uy nOCpeoCmeom cyujecmsyrouel cCucmemsl HOpmM npasa, pezyiu-
PYIOWUX 3a1uny nepcoHaIbHbIX OAHHBIX 2PANCOAH, UCXO0S U3 NPUSHAHHBIX Meopuel CYUHOCmU
IOPUOUYECKO20 TUYA, Yelell e20 UOeHMUPDUKAYUU, a MAKdHce C YUemoM KOHeUHblX beneuyuapos
FOPUOUYECKUX TUY — PUULECKUX TUY.

OchosHoe HUMAaHUe ObLIO YOeNeHO Yemblpem CnOCOOAM AHANUZA CIONCHBIX CUCEM. CUCTIEM-
HbLL AHATU3 U YEeLOCMHOE ONUCAHUE NEePCOHANbHBIX OAHHbIX KAK CAMOCHOSMENbHO20 SG/LEHUS.
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NCUXONI02UYeCKUll, Onpedenusuiue 0CHOBHble NAPAMEMPbl PelaMeHmayuu U pealuzayuu npas
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Introduction information on the part of a legal entity, the

In legal science, the possibility of extending
the category of "personal data" to legal entities
remains open to this day. Most scholars consider
this impossible, as evidenced by their references
to relevant international and national legal
norms. The reasons cited in this case include,
in particular, the absence of a "psychological”
relationship to one's own "personal"

importance of distinguishing between a legal
entity and physical entities from the standpoint
of safeguarding the legal inviolability of the
individual. Such an approach is absent in legal
systems concerning legal entities.

Oneview scholarsholdisthatthe fundamental
equality of individual and collective entities in
private law, along with their interdependent
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interests, means that the possibility of such a
development in the future cannot be dismissed.
This question is, in our opinion, significant and
fundamental since disseminating information
about legal entities requires compliance with
a mode of confidentiality no less than that for
physical entities, which justifiably requires the
same legal protection form for such information
as for personal information about physical
entities [1, P.19-27].

It is important to note that the increased
attention to this issue is explained by the
specificity of personal data in cyberspace,
which changes the standards of understanding
"classical" personal data, potentially allowing
its mode to be applied to information that does
not fall under personal data.

Our research concerns the legal regulations
governing the protection of personal information
for physical entities and the protection forms
for commercial and other secrets belonging to
legal entities in cyberspace.

The object of the study is the details of
protecting information about legal entities from
the perspective of personal data legislation.
The following tasks were set: summarizing the
theoretical materials; identifying the level of
scientific development of the topic in general
and in industry-specific studies; refining and
resolving controversial issues; determining
some methodological directions for further
search for solutions to this problem; analyzing
and synthesizing philosophical, psychological,
sociological, linguistic, historical, managerial,
legal, and other approaches to the study of the
category of personal data belonging to both
physical and legal persons in the system of
international and national law.

Materials and methods

The research employs a methodological
approach  involving  different  scientific
methods: general scientific, specific scientific,
sociological, historical, psychological, formal-
logical, and comparative-legal methods. The
main focus of the study is directed toward four
methods of analyzing complex systems.

Firstlyy, a  systemic  analysis and
comprehensive description of personal data as
an independent phenomenon of legal reality
and an object of legal protection allows for
a discussion on the possible applicability of
personal data legislation to information about
legal entities or the lack thereof.

Secondly, a functional analysis that allows
the examination of personal data as a regulated
system within the legal framework considers
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that the objectives of physical and legal entities
in obtaining and protecting such information
are different, and their determinants must be
reflected in the study.

Thirdly, a combination of specific scientific
methods of sociological and psychological
analysis is applied to determine the basic
regulation parameters and realize the rights
of physical and legal entities to protect their
"sensitive" information as legal subjects.

Finally, the fourth method study adopts an
axiological approach, which allows for the
exploration of the real significance of personal
data protection technology, revealing the
primary relationships between its development
and the potential applicability of this institution
to information about legal entities.

Our hypothesis for resolving our question
is that any open or concealed (internal)
information regarding a legal entity may not
always be an object of legal protection since
this type of information inherently has varying
natures, forms, and purposes.

As an initial basis for our research, we
proceed from the premise that a subject of
personal data can be defined as a physical entity
whose identity is possible through the exchange
of personal data. The question arises whether
legal entities can be included in the definition,
as a positive answer would imply a different
legal protection procedure for "personal data".
It is also significant since it would require
developing a legislative system for legal
protection in the relevant field.

The issue was explored by reviewing
the current legal provisions concerning
safeguarding personal data privacy rights for
individuals, safeguarding the lawful interests
of legal entities in the same domain, and
considering the relevant legal doctrines.

As a result of the research methods applied,
we were able to establish with certainty, in our
opinion, the priority trend of proclaiming the
impossibility of attributing legal protection of
personal data to legal entities in the legislation
on personal data.

Findings and Discussion

The research has identified a variety of
scientific positions regarding the possibility of
the legal protection of personal data belonging
to a legal entity. Some authors consider certain
personal information about a legal entity to
be properties of its identification [2, P.14], but
they do not specify the composition of such
information [3] or whether it is subject to legal
protection [4].
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Other authors argue that personal information
about a legal entity should be protected [5,
P.21], but only using the name (brand) of the
legal entity for personal gain is illegal [6].
Still, other authors suggest that protecting such
information is necessary to prevent potential
harm to the legal entity due to its availability to
third parties [7].

Whether the personal data of legal entities
should be legally protected remains a subject of
debate, and there is no clear consensus in the
scientific community. Some researchers have
been more specific in their opinions on the legal
protection of personal data of legal entities.
Some argue that the personal information
of a legal entity is an object of its "economic
and legal interest" [8], understanding such
information as belonging to the broader category
of trade secrets. They justify this position with
court practice in cases related to this type of
information.

However, there i1s also an alternative
approach. Some scholars believe that personal
data includes any "internal" information about
a legal entity, including insider information
[9, P.225], competitive intelligence, or
even systems of corporate management
accounting [10].

Two trends can be observed within this
framework of our so-called '"alternative"
approach.

First, some scholars argue that personal
data is any "internal" information about a
legal entity (insider information, competitive
intelligence, etc.) [11], thus considering
personal information very narrowly, sometimes
even reducing it to management accounting
systems [12, P.47], or linking it to the secrets of
the ultimate beneficiaries of the company [13].

Others relate personal data to the "goodwill"
[14, P.161] of the legal entity and propose an
expanded understanding of such "personal
information" [15, P.288]. In all cases, the need
for legal protection is based on the potential
harm that can be caused to the legal entity if
such information is accessible to third parties.
However, it is questionable whether such
information is considered personal in the same
sense as the personal data of physical entities
[16]. The link between such information,
globalization, and the global market seems
logically inconsistent. Interestingly, this view
is shared by scholars in countries whose
economic system is not highly integrated into
the international division of labor [17].

In summary, some researchers have
suggested that personal data belonging to a legal

entity may be considered an object recognized
by the law. However, they may not be legally
protected as personal data under the legislation
protecting personal data. Other researchers have
argued that personal information about a legal
entity should be protected to prevent potential
harm to the entity due to its availability to third
parties.

However, there is still no clear consensus
on whether the personal data of legal entities
should be legally protected. Some authors
suggest that the personal data of legal entities
could be protected, but they do not fall under
the current legislation on protecting personal
data. However, this argument has been
criticized for not considering the changing
nature of information in the modern world
and the ability to identify it with specific
individuals. Ultimately, there is still no clear
answer to whether legal entities' data should be
considered personal and protected accordingly.

Some authors strongly believe that the
personal data of legal entities is "personal
information" that deserves legal protection.
However, an analysis of these works reveals
that the authors are referring not to the personal
data of legal entities but to the personal data
of physical entities transferred to a given legal
entity on various grounds.

Information transmitted to someone about
someone else does not become informed about
the person receiving it, as the recipient merely
possesses the information for specific legitimate
reasons. There are deficiencies and omissions
in using accepted terminology rather than a new
perspective.

The issue of personal data of legal entities
is particularly relevant in light of the large-
scale transfer of personal data in the global
information space (cyberspace), as well as
the active transnational interaction of legal
entities, which is reflected in the disclosure of
information about themselves on the Internet.
Personal data in the global information space
differs from "ordinary" personal data in form
and content.

At first glance, it is evident that any personal
data in the global information environment
can only exist electronically, in the form of
an electronic document. There is identifying
information that can exist only in electronic
form (user accounts in social networks,
transactions and other services in electronic
form, written appeals of citizens on the websites
of government agencies, biometric or genetic
information, etc.).

Some personal data can exist on electronic
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media and in other physical environments.
Personal data is "automatically" processed and
enters the global space (actual or potential)
from the moment it appears on a carrier
accessible from the Internet. The Internet is still
a little-studied legal environment. On the one
hand, the Internet environment affects personal
data regarding form and content, processing,
reprocessing, and transmission. On the other
hand, personal data requires unique methods to
protect it, which is implemented technically.
From a legal perspective, the concept of
civil law in any national legal acts does not
consider the Internet as a legal subject, as
noted in the literature on information law [18,
P.114] and the general doctrine of international
private law [19, P.412]. However, the Internet
has specific characteristics of institutional
and organizational nature. In this context, it is
possible to discuss acquiring new properties
and characteristics of legal relationships that
were not previously inherent in legal subjects.
Among these, we see the anonymity of
Internet-related subjects. From an etymological
perspective, "anonymous" means without
indicating the name of the person who is
writing or communicating something, without
a signature, and "anonym" means the author
who has hidden their name. In this case,
anonymity is expressed in the fact that anyone
can receive and transmit information over the
Internet without revealing their identity (in this
case, we understand "disclosing their name
to others"). N.A. Dmitrik notes that the term
"user identification" is more appropriate than
"anonymity": a subject can provide their name
(or organization name). However, it is not trivial
to verify its accuracy and to track whether the
same person is performing actions or whether
multiple people are acting under one identifier
[20, P.75]. Thus, the main properties of Internet
law subjects are only anonymity and, only at the
subject's discretion, subsequent personalization
or identification, which are understood more
broadly in Internet law than in "ordinary" law.
This circumstance also influences the nature
of users' personal data on the Internet. The
Internet, as a global information space, can
influence the content of the "personal data"
category and the problems of their exchange.
However, it is unlikely that one can agree with
authors who state that "the rapid development
of information technology has led to the
appearance of information containing data
about a specific person" [21]: such data subject
to legal protection were considered an object
of law before. At the same time, it is worth
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noting that the concept of "personal data" as
information that allows for the identification
of a person did indeed emerge in various legal
systems in the second half of the 20th century in
connection with the appearance of information

and telecommunications technologies,
primarily the Internet.
With the development of information

technology, the exchange of personal data
on the Internet has increased. Therefore, the
need for citizens' self-control mechanisms in
placing and processing information about them
in information systems has arisen [22]. Thus,
the necessity of using information systems is
driven by the needs of modern society. The
apparent advantage of the digital representation
of information is the ability to search for
information quickly across various verticals,
depths, and densities [23].

In this connection, the problem of regulating
the exchange of personal data becomes one of
the systemic problems of regulating relations in
the Internet environment [24]. Here, the authors
note that the difficulty ofregulating the exchange
of personal data on the Internet is due to factors
that determine the social, economic, cultural,
and legal significance of the global network:
the volume, speed, accessibility, simplicity,
and global exchange of information [25]. A.L
Saveliev explains the concept of creating a
"natural barrier" to a person's personal space
[26, P.486]. It is also true that from an economic
point of view, non-automated processing of
personal data requires resources and becomes
inefficient. Previously, it was mainly carried
out by government agencies (such as law
enforcement), and there was no possibility of
easy and publicly available distribution of such
data. However, the situation has changed since
many Internet services have become interactive
platforms (web applications) for exchanging
user-generated content [27].

Arguments in favor. We believe that the
issue is not only about the initial protection
of individual interests but also about the
disclosure of information about legal entities,
which reveals data about physical entities,
leading to a "process of identification" of
such entities. As a result, such interrelation
does exist. As arguments, it is usually pointed
out that legal understanding today is moving
further and further towards equalizing the legal
statuses of physical and legal entities. While
these statuses are becoming increasingly equal,
attention should be paid to the following factors
characterizing this tendency.

Firstly, equalization occurs at the most



KOHCTUTYUMOHHOE 1 ADMUHNCTPATUBHOE TMPABO

significant ("painful" from the perspective of
the continuing legal genesis of the situation)
points, namely in the area of legal criminal [28]
and administrative [29] responsibility, in the
protection of intangible assets [30], in housing
[31] and labor [32] law.

Secondly, from the principles of civil law
regulation of social relations, formal and legal
equality of statuses as subjects of civil law and
participants in civil legal relationships does not
exclude their justified differentiation within the
framework and at the level of national law [33].

Thirdly, such convergence of statuses and
specific legal opportunities should consider the
different nature of these subjects of law and the
particular derivative "designation" of such a
subject of law as a legal entity [34].

Our outcome: the arguments presented
above are derivative and cannot be foundational.
In our opinion, protecting information
about legal entities under the same form as
protecting the personal data of physical entities
is theoretically and practically impossible.
However, the question here is not as evident as
some authors believe.

Arguments against: present in doctrine and
their critique. Various arguments are used in the
literature against the positions of authors who
consider it fundamentally possible to equate
personal information about a legal entity with
personal information about individuals. Direct
analysis of these positions is not relevant to the
purposes of our work. At the same time, it should
be noted that the main arguments "against"
such equating are two-fold. Firstly, the law does
not provide for the equating of personal data
of individuals with specific information about
legal entities; secondly, a legal entity does not
possess characteristics that would make its
information "worthy" of protection.

We intentionally do not reference such
opinions, as most legal scholars in this area
support them, as finding an author who would
argue otherwise is difficult. Nevertheless, we
believe that such arguments are superficial a
priori, as they do not consider the essence of
the legal relationships in question and offer a
negative answer to the question solely based on
two factors (together or separately): the existing
legal regulation of the issue in question and the
apparent differences between individuals and
legal entities.

These arguments, both separately and in
their entirety, cannot be considered sufficient
by us, as they do not provide an evaluation of
the substantive characteristics of the theory
of personal data concerning legal entities but

instead follow the not-always-perfect results of
the legislative process and obvious conclusions
of civil law doctrine.

Arguments against, proposed by us. The
arguments presented above are not convincing,
although we do not deny their partial validity.
However, the nature of the distinction between
information about a legal entity and personal
data characterizing physical entities appears to
us to be deeper and more substantive. Given
these circumstances, we propose the following
positions as additional arguments in this area,
not previously mentioned in the literature.

Traditionally and historically, a legal entity
is only a fictitious independent subject of law.
Today, it is widely believed that a legal entity,
regardless of its creation and content theory,
only "covers up" individuals who benefit from
its existence and activities. In particular, in
modern economic and legal realities, the concept
of the secondary nature of the legal entity as a
subject of entrepreneurial activity is prevalent.
The legal entity acts as an "intermediary"
between the market and the beneficiary of that
legal entity [35, P.3].

For the reasons mentioned above, concepts
such as piercing the corporate veil, bankruptcy,
and corporate responsibility have gained
significant influence in developed countries,
which to some extent, allow for holding
controlling persons, parent and sister companies,
and others responsible for the obligations of
companies [36, P.195; 37-38]. Such tendencies
also clearly reduce the level of independence of
the legal entity as a "collective person."

Outcome: what 1is significant 1is not
information about the legal entity but its
ultimate beneficiaries. Therefore, a distinction
should be made between information about
the legal entity and information about the legal
entity itself. The latter may be the subject of
protection concerning commercial or other
legally protected sensitive information. At
the same time, the former, on the contrary, in
conditions of a civilized market and effective
democratic state governance (when it comes to
public law legal entities), should be as open and
accessible as possible.

Conclusion

Based on our research, we have arrived at
the following main conclusions and outcomes.
Firstly, the question of the possible inclusion of
information about legal entities under the scope
of legal protection in personal data legislation
remains unresolved in legal doctrine. This
problem is compounded by the significant
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exchange of personal data in the global
information space - the Internet (cyberspace) -
due to a thorough understanding of anonymity,
personalization, and identifiability.

Secondly, we have presented the primary
author's positions and reviewed relevant
literature. We concluded that there is
insufficient scientific argumentation to support
the 1impossibility of protecting personal
information about legal entities under personal
data protection legislation. The absence of a
clear recommendation to the legislature creates
a deficiency in future legal regulation in this
field. Additionally, we have identified flaws in
the legal reasoning of supporters of this type of
legal protection.

Thirdly, we have provided our arguments
regarding the fundamental impossibility of
extending the legal protection of personal
data to information about legal entities, as
provided for under the law for physical entities.
Our argumentation is based on the following
- the existence of legally protected personal
information about legal entities is directly
impossible, based on modern theories of legal
entities, including the most common theory
in civil law doctrine, the theory of fiction.
The essential characteristics of legal entities
recognized in law and legal doctrine do not
suggest the possibility of such protection and,
on the contrary, are inconsistent with it. We also
established that creating a legal entity as a new
subject of law initially implies its simplified
identification in civil engagement through
analyzing and comparing information about it.
Accordingly, the necessity for not concealing
but rather disclosing the information about the
legal entity relevant to other civil law subjects
stems from its inherent characteristics.

However, in order to expand the definition
of personal data as a possible way to protect
legal entities, we propose to make the following
improvements to the Law of the Republic of
Kazakhstan dated May 21, 2013, N 94-V "On
Personal Data and their Protection" :

1. Provide clear definitions regarding legal
entity data, such as company registration

numbers, tax identification numbers, and other
unique identifiers.

2. Define individual privacy rights for
legal entities that differ from the rights of
individuals. These rights may include the right
to rectification, objection to data processing,
and requests for access to data, thus ensuring
that legal entities have appropriate control over
their data.

3. Expand the definition of consent
requirements and information for legal entities,
ensuring that informed consent is obtained when
transferring data to third parties, especially for
purposes other than the original processing.
Legal entities should receive clear information
about the purposes of the processing, the types
of data being processed, the duration of the
processing, and any third parties involved in
the processing.

4. Strengthen the responsibility of
legal entities to ensure transparency and
accountability for data processing. This may
include keeping records of data processing.

These proposals will increase trust
and confidence in the digital ecosystem,
corresponding to paragraph 6 of clause 3.1.
"Information Doctrine of the Republic of
Kazakhstan" dated March 20, 20233 .

We believe the information about the
ultimate beneficiaries is more significant than
the information about the legal entity itself as
well as it is necessary to differentiate between
informationrelatedtothelegal entityand thelegal
entity itself. Moreover, this does not contradict
the conclusion that the latter may be the object
of protection in terms of being classified as
commercial or other legally protected sensitive
information. At the same time, the former, on
the contrary, in the conditions of a civilized
market and effective democratic government
management (concerning public law legal
entities), should be as open and accessible as
possible. These circumstances imply changes to
the country's current legislation to introduce the
concept of "personal data" in relation to legal
entities, which will create conditions for their
proper protection.
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