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Abstract. This article explores the methodologies and legal challenges associated with personal
data protection within the global information space. We examine the limitations of relying solely on
specialized research methods and techniques. We argue that personal data protection issues require
a more comprehensive, multidisciplinary methodological approach.

The primary goal is to analyze the selected methodological strategies and evaluate their
effectiveness.

The subject of the study is to analyze the issues of methodological approaches in legal research
on personal data protection.

We analyze a philosophical framework that seeks to deepen the understanding of personal data
protection issues, addressing legal and ethical dimensions. We aim to contribute to the broader
discourse on data security and privacy through various lenses, including legal, technological, and
philosophical perspectives.

The study focuses on four analytical methods for developing legal technologies to protect personal
data internationally. A systematic analysis of personal data as a legal phenomenon, functional
analysis within the framework of legal regulation, sociological and psychological approach, and
axiological analysis to understand the meaning and evolution of personal data protection rights.
These approaches aim to create a unified concept of legal technology for personal data protection,
which makes it possible to identify new types of data, study the components of legal technology in
detail, and increase the efficiency of legal regulation.
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Annomayus. Maxanaoa scahanovix aknapammuix keyicmikmezi depoec depekmepoi KopaayOblH
KVKbIKMbIK Macelenepin 3epmmey 20iCmemMeciHiy Hezizel macinioepi Kapacmulpuliaobl. Amanzan
Macene bolbiHua 20ebuemmepae WOy Hcacaiovl. 3epmmey a0icmepi mypavl MaaTiMemmep Hcai-
NbUIAHEAH JicoHe dicylleneneeH. [lepbec Oepexmepoliy aknapammolk KAyincizoicin Kammamacsi3
emy macenenepin mycinyoiy kemuinikmepi 3epmmeyoiy Oencini 6ip deke adicmepi MeH macinoepi
MYPRbICLIHAH 2aHA KepcemineeH. Aemopnap unmepHem dcenicinoeei depbec Oepekmepoiy Kay-
INCi30i2iH JHCcaHe KOP2ALYbIH KAMMAMACHL3 entyoiy muicmi 20iCHAMAIbIK, Maciioi mayoay He2iziHoe
backawia monvliKKaHobl 3epmmey MYMKIHOI2i HCOK Oe2en KOpbimbiHObiea Keneldi. Kymvicma Oep-
bec Oepekmepoi Kopeay macenelepin weuly yoepicinoe OHbll Ouiocopusibly myciticine Heaizoenin
MaHoaI&an 20iCHAMAaIblK maciioiy MyMKIHOIKmMepi MeH NepCneKmusanapol ai2aul pem e2xceli-mee-
Jrcetinii manoanobl.

3epmmey obvexmici unmeprem dicenicinoezi oepoec Oepexmepoi Kopeayobly KYKbIKMblK MexXHO-
JIO2USLCBIH 3epmme) 20iCmeMeCiHiy Macenenepi MeH MYMKIHOIKmepi 601bin maoblLiaobl.

3epmmey nawni unmepnem dicenicinoeci Jceke aknapammol Kopaayobl KYKbIKMbIK 3epmme)iep-
0ezi 20iCHamManvlK, macinoepoiy epekuienikmepin manoay 6onvin madwvliaobsl.

bi3 anza xotizan maceneni weutyOiy 2unome3acsl MeH #ahanovlk aknapammaolk KeHicmixmezi
depbec depexmepodi KOp2ayovl KYKbIKMbIK pemme)y Macenelepin 3epmme)oiy 20iCHAMANbIK N0~
panusmee He2iz0enyi HcaHe 20ICHAMANBIK MYPEbIOAH HCAH-HCAKMbL OONVbL KePEK 0e2eH epedCeHti
YCbIHaMbl3, OUMKEHI OCbIIAUWA 2AHA AILIHRAH HaIMuUdMceNepOiy eH YIKeH blIblMU He2i30inicine
KOl J1cemKizineoi.

3epmmey orcahanovik aykbimoa dicexe oepekmepoi Kopaayobll KYKbIKMbIK MeXHON0SUSIAPbIH
23ipneyoiy Keleci mopm aHATUMUKANbLIK 20iCiHe bagvimmanzan: depbec oepekmepoi KYKbIKMbIK
KYObLIbIC peminde Jicyleni manoay, KYKblkmulk pemme) weHoepinoeai yHKYUOHANObIK maioay,
napamempnepoi aHbIKmay OOUbIHULA COYUONOSUSLIBIK IHCIHE NCUXOLOLUSAILIK 3epmme)iepoi pem-
mey JHcaHe Oepekmepoi KOpaay KYKbIebIHbIH MIHI MeH 380IOUUACLIH MYCIHY VIUIH AKCUOTOSUSIBIK
manoay. byn macindep oepexmepdiy dicaya mypnepin anHvlkmayad, KYKbIKMbIK MexXHOI0SUSHbIH
Kypamoac Oenikmepin e2iceti-meaxcelllli 3epoeneyee HoHe KYKbIKMblK pemmeyoiy, muiMoinicin
apmmuipyea MyMKIHOIK Oepemin Oepbec Oepekmepoi Kopeayobiy KYKbIKMbIK MeXHON0UACLIHbIH
OIpbIHRAL MYAHCHIPLIMOAMACHIH HCACAY2A OARBIMMANRAH.

Tyitinoi co3oep: scexe depexmepdi Kopeay, aknapam, Kubepxayincizoix, Unmepnem, adicmeme,
3epmmey a0icmepi, 3epmmey 20icmemeci, dHceke aknapam, CauKecmeroipy
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BbIBOPA OIITUMAJIBHOU METOJOJOI'MU NHCCJIEJOBAHUA
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Annomauyus. B cmamve paccmampusaomes 0CHO8HblE H0OX00bL K MEMOO0N02UL UCCTIe008aHUS
NPAasosuix NpoodemM 3auumsl NePCOHAIbHLIX OAHHBIX 8 2100AIbHOM UHMOPMAYUOHHOM NPOCMPAH-
cmge. Coenan 0030p aumepamypvl no ykasauHomy gonpocy. QbodueHvl u cucmemamusuposansl
OaHuvie 0 memooax ucciedoganus. ITlokazanvl HeOOCMAMKU NOHUMAHUSL BONPOCO8 0OeCneyeHs.
UHGDOPMAYUOHHOU DE30NACHOCMU NEPCOHANbHBIX OAHHBIX MObKO JUULL C NO3UYULL MeX UTU UHBIX
YACHBIX MEMOO08 U NPUEMO8 UCCTe08aHUs. ABMOPbI NPUXO0SIM K 861600V O HEBO3IMONCHOCMU
HONHOYEHHO20 UCCLe008aHUsl obecnevenus Oe30nacHOCmU U 3auumsl NEPCOHATLHLIX OAHHbIX
6 cemu HMnmepnem unaue Kax Ha OCHO8e 8blOOPA HAOENHCAUE20 MEMOOON0CUYECKO20 NOOX0Od.
B pabome enepevie noopooHo npoananuzuposarvl 603MONCHOCIU U NEPCHEKMUBHL U3OPAHHO20 Me-
MOO0NI02UHECKO20 N00X00A, OCHOBAHHO20 HA (PUNLOCOPCKOM €20 OCMbBICIIEHULU 8 NPOYeCce PeuleHUs.
80NPOCOB 3aUUMblL NEPCOHATIbHBIX OAHHDBIX.
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Obvexmom uccied08anust GbICHYNarm nPooiemMbl U B03MONCHOCIU MEeMOOONOUL UCCTIe008d-
HUSL FOPUOUHECKOU MEXHOLOSUU 3AUUMbL NEPCOHANLHBIX OAHHBIX 6 cemu Mnmepnem.

Ilpeomemom uccnedosanust A6AemMcs AHAIU3 CREYUDUKU MEeMOO0NI02UYECKUX NOOX0008 8 Npa-
B08bIX UCCIE008ANHUSX 3AUUMBL TUYHOU UHDopMmayuu 8 cemu MumepHem.

Tunomesoti paspewieHusi NOCMABIEHHO20 HAMU BONPOCA Mbl NPEOCMABIAEM NOLONCEHUE O MOM,
YUMo UCciedosanue 80NPOCO8 NPABOBO20 Pe2yIUPOBaHUs 3aWUNbl NEPCOHAIbHBLIX OAHHbIX 8 210-
OaNLHOM UHGOPMAYUOHHOM NPOCMPAHCMEE QONINHCHO DbIMb OCHOBAHO HA MEMOOONOSUHECKOM N0~
panuzme u 6vimb MeMoOOI02ULECKU KOMIIEKCHbIM, MAK KAK MOAbKO MAKuM 00pazom oocmueaent-
¢l HAUOONLULASL HAYYHASL 0OOCHOBAHHOCTb NOJIYHEHHBIX Pe3YIbIamos.

B uccneoosanuu ocnosnoe snumanue yoensiemcs yemvipem aHaiumu4yeckum Memooam paspa-
OOMKU NPABOBLIX MEXHONOSULL 3AUUMbL NEPCOHATLHBIX OAHHBIX 8 2I00ATLHOM Macuimaobe: cucmem-
HbLIL AHATIU3 NEPCOHAHBIX OAHHBIX KAK NPAB0BO2O SIGNEHUS, (DYHKYUOHAIbHBIL AHANU3 8 PAMKAX
nPABoBo20 pe2yiupo8aHus, COYUOI02UYeCKUe U NCUXONO0SUYeCKUe UCCIe008AHUsL NO ONPeOeleHUIO
napamempos pe2yiuposaHue U aKCUoLI0SUecKUull aHAIU3 01 NOHUMAHUSL CMBLCIA U 280TIOYUU NPaA-
6a Ha 3awumy OaHHbIX. [laHHble N0OX00bl HANPABIEeHbl HA CO30aHUe eOUHOU KOHYEenyuu npagosoll
MEXHONO2UU 3aUUMbL NEPCOHATIbHBIX OAHHBIX, NO36OISIOWEl BbIA8UNDb HOBblE BUObL OAHHbIX, Oe-
MATLHO U3YUUMb COCMABIAIOWUE NPABOBOLL MEXHOLO2UL U NOBLLCUMb IPHEKMUBHOCb NPABOBO20

pezyupo8aHusl.

Knroueevie cnosa: s3awuma nepcoHanbHbIX OAHHBIX, UHDOpMayus, Kubepbe3onacHocmo,
Hnumepnem, memooonoeus, memoowl Uccie008aHuss, MemooonI02usi UCCIe008AHUSA, TUYHASL UHGDOD-
mayust, UOeHMuUKayus, NPasosast 3auwuma, NPagoesle MexHOIOUU.

Introduction

The legal system lacks a unified framework
for personal data protection, facing issues
with unclear terminology and underdeveloped
classification systems. There is a notable gap in
research on individual rights regarding personal
data protection and the effectiveness of relevant
normative documents. The discourse remains
vague, and studies on data protection laws
are insufficient. Scholars' views on personal

data protection are diverse — they overlook
international data exchange and related
technological challenges. Despite partial

attention in areas like legal theory and civil law,
a comprehensive approach to data protection
has yet to be formulated.

The foundation of the study depends on
selecting the proper methodology. The selection
of proper methodology is crucial to validate the
results. These findings are essential for shaping
international regulations and strengthening
normative provisions.

This study addresses the issues and
possibilities of research methodology for
legal technology for personal data protection.

Materials and methods

The subject of the study is to analyze the
issues of methodological approaches in legal
research on personal data protection.

Firstly, we evaluate the scholarly exploration
of the topic across general theoretical and
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sector-specific research. Secondly, we establish
foundational =~ methodological  guidelines
for further development. This includes an
analytical and synthetic review of existing
methodological approaches. It includes
philosophical, psychological, sociological,
linguistic, historical, and legal perspectives —
for studying personal data protection within
national and international legal frameworks.

Our goal is to develop a comprehensive,
integrated methodological approach. The
study evaluates the potential and limitations
of these methods. The system analysis method
was utilized, underlining the necessity for
complexity and completeness in all future
research in this area.

In our hypothesis, we assert that examining
legal regulations for personal data protection
should be grounded in methodological pluralism
and cover the comprehensive approach.

The study primarily draws upon seminal
scholarly works, legal statutes, and published
and unpublished legal practices.

We argue that the methodological grounds
combine empirical evidence with theoretical
insights. The empirical evidence includes
factual data, legal acts, and normative
documents. Furthermore, we consider methods
for synthesizing, organizing, and processing
knowledge to derive outcomes and their
application in legal theory and practice [1,2].

We deduce the applicable methods for
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studying the legal regulation of personal
data protection. We agree with other scholars
in categorizing potential methods into two
principal groups: 1) philosophical, formal
logic, linguistic, sociological and psychological
approaches, and 2) multidisciplinary legal
analysis approaches. This categorization helps
systematically address the complexities of the
study subject [3].

Findings and Discussion

The literature discourse uniformity in
personal data protection tends to a limited range
of research methodology elements in the Data
Protection Law.

Primarily, researchers on personal data
protection posit their methodologies on two
key aspects. First, the general methodological
orientation is dictated by a specific legal system.
Second, the model of the right to personal data
protection is defined in national legal doctrine
and legislation.

The common law system traditionally pays
more attention to case law. Vital to note that a
generalization of the practice of national courts,
including courts of constitutional jurisdiction
[4] and the European Court of Human
Rights (ECHR) [5], is also characteristic of
the civil law legal system. In conditions of
insufficient volume of “judicial material” to
be studied, attorneys of the civil law system
also pay increased attention to the method of
summarizing the legal practice of extrajudicial
bodies [6], including state regulation [7].

Some authors generally relate personal
data protection issues exclusively to technical
methods and techniques only mediated by law.
For example, U.S. scholars' findings are based
on a fairly developed legal doctrine [8], but this
is also typical for representatives of the legal
doctrine of continental Europe [9].

Some opinions take positions of agnosticism
since the growing share of modern technologies
for processing personal data (big data, data
mining) negates the ability of an individual to
control information about an individual [10].

Formal logic methods> are generally
prevalent in the civil law system. For example,
the formal logic method implies analyzing
effective law [11] and drafts of the European
legislation [12], or other national legislation.
Concerning the drafts, the basics of legal
modeling are also allowed [13]. The formal
logic method is closely related to defining
concepts and identifying the essential features

2 Deduction and induction

of individual legal structures. Furthermore, it
depends on that national legal doctrine and the
specifics of national legislation.

One viewpoint suggests that sources of
law protecting personal information stem
from legally recognizing a fundamental right
to private rights [14]. Access to personal data
is sometimes linked to the broader right to
personal freedom. It correlates with the right
to information self-determination and IT
rights [15]. This right is sometimes considered
as an independent constitutional right, even
if not explicitly stated [16], and exists as a
widely acknowledged concept [17]. Positive
legal regulation is viewed as a way to bridge
the gap in implementing natural law [18] —
and the methods of studying legal protection
of privacy and personal data protection are
considered similar to some degree. However,
differences are noted in the various scope of
legal protections [19] and ambiguity in the
definition of “personal data” [20], among other
significant reasons.

The formal logic method is predominantly
used in the civil law system [21]. However,
recent studies from continental Europe align
more with the common law system [22].

In developing legal systems, like those in
Eastern Europe, comparative law is frequently
applied, particularly concerning cyber-
environment personal data regulation [23], such
as “the right to be forgotten” (Droit a I'oubli).

Some researchers explore non-traditional
methods like ethical approaches to study the
legal regulation of personal data protection [24].

While various methods exist, there is a lack
of unified methodological approaches, sporadic
use of system analysis, and underestimation of
integrated approaches in studying legal problems
of cyber-environment personal data regulation.
Legal sources include international acts, treaties,
constitutional acts, and soft law. We believe at
least two prominent scientific and legal research
directions regarding this concern exist.

Firstly, there are studies focused on protecting
subjective rights in civil law, including those
from the Soviet Union’s lifespan. While not
entirely outdated, these works offer foundational
conceptual approaches still being developed
in modern civil law. They mainly address the
definition and content of subjective civil rights
to personal information and other fundamental
civil rights issues.

Secondly, there are contemporary works on
law theory, civil law theory, and the intricacies
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of civil legal relations. These works also
encompass modern regulations of specific types
of rights to personal data protection.

1. Philosophical, formal logic, linguistic,
sociological and psychological approaches

1.1. Philosophical Approach

Various philosophical schools provide
grounded contributions and consistency.
Yet scientific research often leans towards
dialectical methods for their comprehensive
ideological, evaluative, and heuristic benefits.
Hence, although methodological diversity is
valued, the empirical application favors the
structured approach of dialectical materialism.

The research on “personal data” as a
conceptual category reveals challenges in
capturing the subject matter. It raises the debate
of absolute versus relative truth. The absolute
truth is a synthesis of relative truths, given that
truth is pragmatic, and underlines the need for
empirical studies on personal data protection to
enhance data security.

Moreover, the dialectical principles of
interconnectedness and evolution advocate for
a proactive and evolving legal analysis. This
approach aims to shift the dynamics of privacy
protection, anticipate future challenges, and
recognize the growing role of state and societal
intervention [25].

The universal connection principle in legal
studies is crucial in identifying similarities and
differences® within personal data categories.
It aligns with the dialectical idea of the unity
and struggle of opposites. That idea highlights
how legal frameworks for personal data
protection seek to balance conflicting interests.
The balance between an individual's right

3 Types and subtypes

to privacy and societal information needs
underscores personal data's contradictions,
creating new legal standards. Understanding
these contradictions is essential for grasping
the direction of developing legal protections
for personal data. Additionally, the principles
of materialist dialectics, which consider
the transformation of quantitative changes
into qualitative ones, hold methodological
importance for studying personal data. It
requires examining personal data's qualitative
and quantitative assessment, addressing the
legal system's role in aggregating individual
characteristics. Such aggregation enhances the
ability to identify individuals precisely — thus
distinguishing them within the framework of
legal regulations.

The dynamic nature of personal data
protection  exemplifies the  dialectical
progression of superseding outdated types with
newer ones. This nature perpetually resolves
some contradictions while generating new
ones. The philosophical concepts, such as
the individual versus the collective and form
versus content, are pertinent. The category of
“purpose” underpins the creation of a personal
data protection regime, significantly influencing
its legal framework, as observed in international
regulations?,,%,”,8.°1°, Furthermore, materialist
dialectical concepts like “system”, “structure",
“actuality”, and “potential” play a crucial
role in the analysis of online legal regulations
concerning personal data exchange. However,
relying solely on a general philosophical
framework is inappropriate for addressing
the complexities of personal data protection
regulation.

4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation). URL: https://eur-lex.europa.eu/eli/reg/2016/679/0j (Data of access: 05.01.2024)

> Agreement between the United States of America and the European Union on the protection of personal information relating to
the prevention, investigation, detection, and prosecution of criminal offences, OJ 2016 L 336/3 (Umbrella Agreement US). URL:
https://eur-lex.europa.eu/eli/agree_internation/2016/2220/oj (Date of access: 05.01.2024)

¢ Agreement between the European Union, the European Community and the Swiss Confederation on the Swiss Confederation's
association with the implementation, application and development of the Schengen acquis - Final Act - Joint Declarations -
Declarations - Agreement in the form of an exchange of letters. URL: https://eur-lex.europa.eu/eli/agree_internation/2008/178(1)/
of (Date of access: 05.01.2024)

7 Agreement between the European Union and Australia on the processing and transfer of Passenger Name Record (PNR) data
by air carriers to the Australian Customs and Border Protection Service. URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?
uri=CELEX%3A42201240714%2801%29 (Date of access: 05.01.2024)

8 Agreement between the European Community and the Government of Canada on the processing of Advance Passenger
Information and Passenger Name Record data. URL: https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=0J:JOL 2006 082
R 0014_01 (Date of access: 05.01.2024)

¢ Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108). URL: https.//
rm.coe.int/1680078b37 (Date of access: 05.01.2024)

10 Withdrawal Agreement: Agreement on the withdrawal of the United Kingdom of Great Britain and Northern Ireland from the
European Union and the European Atomic Energy Community, As endorsed by leaders at a special meeting of the European Council
on 25 November 2018. URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A412019W%2FTXT%2802%29
(Date of access: 05.01.2024)
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1.2. Formal Logic Approach

The formal personal data protection logic
approach incorporates predicate logic''. It
ensures accurate legal analysis, avoids logical
flaws, and substantiates conclusions and
practical recommendations [26]. The logical
method allows for delineating the content and
scope of critical concepts like “personal data”,
“personal information”, and “personalization”.

Induction and deduction imply the analysis
of isolated facts about legal regulation of
personal data protection. This analysis is
gathered through various empirical methods to
uncover broader patterns and causality.

Theclassificationmethodrepresentsaspecific
case of inductive reasoning. G.Chelpanov
explains that, in logic, classification is
traditionally seen as sorting objects into groups
based on shared characteristics [27]. This
grouping ensures that each group holds a well-
defined position relative to others [28].

Consequently, classification emerges as a
formal logic method for organizing data as it
pivots on similarities or differences among the
data elements. For instance, classifications can
be natural — based on intrinsic characteristics
or artificial, arbitrary attributes, as noted by
E.Chumanov [29]. We agree that adapted
classification methods can be effectively
applied in legal contexts — especially for the
right to protect personal data, organize legal
knowledge, and facilitate in-depth analysis.
While classifying personal data rights is
theoretically and practically valuable for
understanding their transfer and protection, not
all classifications offer equal insight or interest.

The comparison method distinguishes
“personal data” from related legal concepts, like
information about legally protected individuals.
It also supports developing concepts and
categories within the Data Protection Law and
similar contexts.

Content analysis, an inductive method
with structured rules, involves detailed object
and hypothesis selection, sign and attribute
definition for qualitative assessment, and
indicator identification for analyzing an
object's traits. It aids in defining personal data
protection laws and addresses scenarios like
cross-border data transfer and non-resident
data processing. While crucial for delineating
privacy interference limits, its effectiveness and
reliability may vary.

The shift towards more prevalent deductive
reasoning, from general principles to specific

I Non-contradiction, induction, and deduction

instances, demands a solid foundation. It
comprises a comprehensive generalization
of current legal practices for personal data
management, advancement in scientific
theories, and accumulation of diverse empirical
data. Also, it includes not soft law but influential
information on identification methods and
privacy demands.

The system analysis method utilizes
philosophical and logical research methods.
The system analysis proves its handyness
when exploring legal technology for personal
data protection. It assists in developing a
unified legal technology concept, specifically
in formulating the categorical framework,
identifying structures, and examining various
elements within this realm. Our study leverages
systemic-structural ~ cognition to  assess
legislation effectiveness on personal data
protection. It maps personal information access
to societal needs for foundational solutions and
formalizes data protection legal research with
mathematical logic [30].

These applications underscore the method’s
utility in addressing complex legal frameworks
and personal data protection.

1.3. The Linguistic Approach

The linguistic approach represents another
method in legal research — especially Ludwig
Wittgenstein’s concept of language games.
According to L.Wittgenstein, the meaning of
a word is defined by its usage within language
[31]. This perspective suggests that the rule
of law, as an abstract construct, manifests
human thought — an idea expressed through
linguistic forms. A.Cherdantsev argues that for
law, language is not just a tool but an intrinsic
aspect of the rule of law’s existence [32]. What
is not articulated in language or explicitly
stated in legal statutes remains unrecognized.
This implies that the rule of law exists and
evolves within the confines of language.
Given this framework, the linguistic approach
encompasses aspects like philology, linguistics,
etymology, etc. This approach holds significant
potential in addressing the challenges of legal
regulation concerning personal data protection
on the Internet [33].

The etymological approach supports the
concepts and categorical framework of “legal
technology for personal data protection” and
“legal practice for personal data protection”.
This approach facilitates the precise
differentiation of personal data as an object
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of legal regulation from related phenomena,
systems, and processes, such as other personal
information and details on a citizen’s private life.

The linguistic method extends beyond the
philosophical-logical  structure, permeating
various psychological, sociological, genetic, and
informational dimensions. Linguistic units and
the structures derived from them are viewed as
fundamental elements of legal technology. They
are considered types of logically significant tools
closely linked with information or technical
means — thus representing a crucial aspect of
the resources employed in legal technology for
personal data protection.

Most axiological characteristics of a specific
legal technology for protecting personal
information are possible only in verbal form at
the first stage. Therefore, in some situations, only
a linguistic approach is generally applicable.
Also, the primary legal approaches to improve
the efficiency and quality of legal technology for
protecting personal data — such as lawmaking
and interpretation, are unthinkable without a
linguistic approach. The linguistic approach can
serve as the ground for identifying a person by
its properties: voice and its main properties. The
properties are timbre, rate of speech, diction,
accent, the lexical material used by the person,
the logical relationships of the spoken text, etc.

Furthermore, these linguistic elements
are vital for subjects and participants in
legal activities, primarily for personal data
protection. Their effective use requires
theoretical understanding and tactical verbal
implementation in practical scenarios.

1.4. The Sociological and Psychological
Approaches

We recognize the critical importance of
sociological and psychological methods in
personal data protection. Sociological methods
are particularly effective in determining the
extent of two contrasting societal and personal
dynamics. The societal demand for increasing
information about individuals and the
individual’s corresponding need to safeguard
their private lives.

Comparative analysis, document analysis,
legal source synthesis, sociological observation,
surveys, interviews, testing, expert evaluations,
and modeling can also be applied. While logical
and linguistic approaches provision foundational
concepts, the sociological perspective imbues
these concepts with substantive quantitative
and qualitative dimensions.

Document analysis and

surveys often

closely align with psychological approaches. It
sometimes overlaps and leads some researchers
to categorize empirical methods into two groups.
The first group consists of diagnostic methods
like interviews, observations, questionnaires,
tests, expert surveys, analysis of work
outcomes, and self-observation. The second
group aligns more with experimental research
methods. It involves tactics like consciousness
manipulation, emotional and motivational
influence, informational influence, stimulating
consultations, game methods, and activation of
independent actions [34]. Studying documents
might involve analyzing monographic literature
to grasp different authors’ perspectives on the
research problem and selecting the research
object.

The survey method can be implemented
through interviews or questionnaires. The
underutilization of the ‘“cross-questioning”
method in legal science is also worth noting. We
find it valuable for researching legal technology
in personal data protection.

Scholars categorize methods for analyzing
results obtained from psychological and
sociological empirical research into two main
types: qualitative and quantitative methods.
These methods might be structural-systemic
or functional-structural in their analytical
approach [34-39].

While closely related to sociology, psychology
stands independently. This approach considers
society’s legal system in terms of the human
element — individuals with specific feelings,
emotions, knowledge, abilities, goals, motives,
and interests [26]. The method includes studying
mental states, which psychologists categorize
as relatively stable and enduring, temporary
(situational), or periodic [40].

The psychological methods aim to discern
the specific “trace” left on an individual’s
psyche by legal interventions in private life
[41]. Such methods encompass observation'?,
psychological experimentation, conversational
techniques, analysis of human activity products,
biographical methods, and diagnostic tests
comprising specially designed questions and
tasks.

Moreover, the application of psychological
methods to personnel assessment is promising.
Biographical assessments, arbitrary oral or
written evaluations, results-based assessments,
group discussions, standard and matrix
evaluations, employee grouping, testing,
ranking, paired comparisons, profiling, critical

2 The purposeful and systematic observation and recording of mental activities and their conditions.
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incident analysis, structured or unstructured
individual discussions, and self-assessments
and reports can be applied.

We believe the most significant practical
outcomes will likely arise from a symbiotic
integration of these universal approaches
grounded in a unified philosophical perspective.
This holistic approach promises to yield
comprehensive insights and practical solutions.

2. Multidisciplinary Legal Analysis

We must consider multidisciplinary legal
approaches that are particularly apt for our
study. These approaches typically include
the comparative legal method, the historical
and legal approach, social (socio-legal)
experimentation, analysis and generalization
of law enforcement (judicial) practices, legal
modeling, and various technical methods.

2.1. Comparative and Historical Legal
Analysis

Comparative legal analysis studies legal
norms, communities, institutions, industries,
and systems within which these norms operate
across different legal systems [42]. We believe
that neglecting the experience of different
legal systems, particularly from the civil law,
Commonwealth of Independent States, and
generally developed countries, would be a
significant oversight in drafting and evaluating
legislation for personal data protection — as
international legal experience on personal data
protection contributes to various national legal
frameworks. By applying comparative law,
we can explore issues such as establishing and
enforcing regulations on protecting rights to
personal information integrity — particularly
in cross-border transfer, storage, collection,
processing, and preventing violations of legally
protected interests.

Awareness of past legal achievements and
shortcomings is handy in shaping adequate
modern legal regulations [43]. The historical-
legal approach involves analyzing legal
phenomena from different eras and countries.
Each has unique historical, mental, and other
factors [44].

Analyzing the historical development of
personal data protection reveals different
approaches to lawmaking in criminal, civil,
family, and procedural law. While legal
norms from different worlds are unlikely to
be directly applicable today, understanding
the evolution of personal data laws enhances
our insight into the interplay between law and
its social determinants. This is crucial from

the perspective of the epistemology of legal
technology for protecting personal information
in the global information environment.

A notable trend is the gradual shift from
private to public domain, signifying an
increasing prioritization of social needs over
individual rights. This shift may enhance social
development efficiency but potentially at the
expense of individual well-being and rights.

2.2. Judicial Practice

Judicial practice is acknowledged as
significantly ~ influential in  developing
jurisprudence and legislative processes. However,
its concept and extent within international law
remain debatable [45]. In civil law, the role of
judicial practice in protecting personal data
subjects’ rights and interests is currently too
limited to facilitate drawing broad conclusions.

The European justice system has notable
judicial practices, especially in the ECHR.
Beyond international and regional court
practices, a significant body of non-judicial law
enforcement practice warrants examination.
Promising generalization practices include:
1) personal data operators ensuring the
safe exchange of personal data, 2) national
government bodies specializing in personal data
rights protection, and 3) public organizations
and civil communities advocating for personal
information protection in the cyber environment.

In the context of the Chinese legal system,
a detailed empirical study by [46] provides
insights into criminal sanctions for identity
theft in Shanghai. The study analyzes 507 case
judgments from Shanghai courts to assess the
severity of punishments following new judicial
interpretations by the Supreme People’s Court
of China in 2017. The findings indicate stricter
criminal penalties post-2017, reflecting a more
robust legal response to identity theft in an
increasingly digitalized society. The study also
highlights judges’ discretion in sentencing,
revealing a disparity between formal criminal
law and its application. This discrepancy points
to flexibility within the judicial process despite
the law’s prescriptive strictness.

A social (legal) experiment is recognized as
a unique method for obtaining comprehensive
and objective data on applying specific legal
rules. However, the legality of such experiments,
mainly concerning personal data rights and
protection and their permissible boundaries, is
a subject of consideration. Legal experiments
serve as a means to test the outcomes of newly
implemented legal rules in this area. These tests
are conducted over a specific period, within
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experimental sites and under specially created
conditions, to enhance the legal regulation of
public relations [47].

Promising legal experiment areas include:
1) focusing on the technology of global
information networks, starting with local
personal data protection trials, and 2) exploring
the psychology of individuals involved in
personal data transactions. This covers both
practical field experiments and theoretical
laboratory studies. The global network's cross-
border nature presents challenges in evaluating
the results of these experiments.

2.3. Modeling method

The modeling method, applied in legal
studies, deserves individual consideration.
Typically utilizing mathematical, graphical,
psychological, and other scientific tools, a
model is amentally conceptualized or materially
realized system. It represents or reproduces the
study object, allowing for its substitution in a
manner that provides a “novel understanding of
this entity” [48].

In our research, it is beneficial to differentiate
various models, such as descriptive and
normative models. Descriptive models detail
the characteristics and parameters of securely
collecting, processing, storing, and transmitting
personal data and forecast its future track and
outcomes. On the other hand, normative models
control and shape this process, establishing its
core elements and vector.

It is also essential to differentiate the
models into deterministic and stochastic. In
deterministic — when all factors are clearly
defined, and their values are known in advance.
For example, for certain types of transfer of
personal data in local networks, their collection
and storage. In stochastic models, there is an
element of uncertainty, which considers the
possible probabilistic distribution of the values
of factors and parameters that determine a
particular development process and, to a
greater extent, can be used in analyzing the
flow of personal data in the global information
environment (i.e., cross-border transfer).

Building and training models that map
information on data personal exchange may
benefit state bodies and their personnel. It may
oversee and enforce personal data legislation.
These models could be case studies and similar
practical activities (i.e., scrum-planning [49]).
Similarly, simulation models designed to protect
personal information in various scenarios, such
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as interactive challenges, can have significant
practical value for subjects of personal data.

Conclusion

In this article, four primary methods emerged
as crucial for analyzing complex systems.

First, the systemic analysis focuses on
personal data as a distinct legal reality and
protection object.

Second, functional analysis allows assessing
personal data protection within the regulatory
system.

Third, the combination of sociological and
psychological research methods identifies
crucial parameters for regulating and
implementing mechanisms for personal data
protection.

Fourth, axiology reveals the significance
of this technology for personal data rights,
outlining its development and improvement
patterns.

These methods ensure the depth and
complexity of legal research, contributing
to developing a unified legal methodology
framework for personal data protection. The
methodsfacilitatetheproposal ofnew definitions,
identification of essential characteristics, and
analysis of this legal phenomenon’s role and
place among other legally protected objects.

Formal and logical techniques within system
analysis can suggest previously unidentified
personal data types. Additionally, a detailed
examination of legal technology components
and the specificities of personal data flow and
protection in the cyber environment will be
achievable.

Ultimately, technical methods should also
be mentioned. Technical tools are handy for
collecting and processing information about
organizing secure personal data exchange
processes and ensuring compliance with
legal storage requirements. These methods
are applicable in scenarios where systems
theory, information theory, and management
optimization theory are utilized. Furthermore,
cyber-physical systems are handy in information
processing.

Finally, the thorough application of
this complex methodology will guide the
remediation of legal regulation shortcomings
and enhance the efficacy of norms establishing
the legal protection mechanism for personal
data in the global information space across law-
making, systematization, interpretation, and
various forms of legal practice.
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