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Abstract. The article is devoted to the transformation of freedom of speech within the digital space.
With the development of communication platforms on the Internet, from small forums to social networks
and news portals with millions of users and readers, freedom of speech, has obtained an unprecedented
scope of distribution and thus has faced a number of problematic aspects in the last decade.

The authors methodically consider the main aspects of this freedom, such as its content and the
subject structure of legal relations. Taking into account the fact that freedom of speech is not absolute,
i.e. it may be subject to restrictions, authors will pay special attention to the grounds and the methods
of its restriction.

Nowadays state authorities in order to prevent distribution of illegal and inappropriate content
apply such measures as blocking of website, search engine filtering and content removal from website.
As universal practice shows the application of these measures requires compliance with certain rules:
the imposed restrictions must be based on the law, be proportionate and necessary in a democratic
society. The authors consider the main aspects of application of protection measures and also provide
examples from Kazakhstani practice. At the same time, the article notes that a certain role in the
appointment of one of these measures is played by the extraterritorial nature of the Internet. Experience
of foreign countries defines that states extend their jurisdiction even in cases when servers of website
located abroad or when a person who posted the illegal content is a foreign citizen.

Thus, the authors made an attempt to analyze the characteristic features of freedom of speech on
the Internet and make a forecast of its further development.

KA3IPT'T OJIEMJIETT IU®PIBIK KEHICTIKTEI'T CO3
BOCTAH/IbIFbIHBIH KENBIP ACIEKTLJIEPI TYPAJIBI

Janapa barnaroBHa A0Au/IbLAMHA

KP 3annama dicone KYKbIKIMbIK aknapanm uHCMuniymol XaiblKapaiblk
KYKbIK JCOHE CALbICMbIPMANbL KYKIKMAHY GONMIHIY a2d

SbLIBIMU KbI3MEMKePI, 3aH eblibiMoapbinbiy macucmpi, Hyp-Cynman k.,
Kaszaxcman Pecnyonukacet; e-mail: danaraabdi@gmail.com

Mupa KymarassieBHa Kyiuknaesa

KP 3annama sicone KyKolKmolx aknapanm uHCmumymol
XANLIKAPATLIK KYKbIK JCIHE CANbICMBIPMATBIKYKIKINAHY
beniminiy bacwvicol, PhD, Hyp-Cynman K.,

Kasaxcman Pecnybnuxacwl, e-mail: miral 6_astana@mail.ru

Tyiiin co30ep: co3 60cmanovlbl, YUpposusayus, UHMepPHem, A0aM HCIHe A3AMAMMbIH KYKbIKMA-
Pbl, AKNaApamra KoJl HCemrKizy

Annomauusn. Maxkana yugpneix keyicmikmezi co3 60cmanovlebih MpaHcHopmayusiayea ap-
Hanean. Mnmepnemmezi batinanvlc naam@opmanrapvlnbly 0amybiMeH, Kiuieipim sHcadwvlk hopymoap-
oan bacman, MUIIUOHOAEAH NAUOANAHYUWBLIAD MeH OKbIPMAHOAPbL O6ap aneymMemmik Jceiiiep MeH
AHCAHALIKMAP NOPMANOAPLIHA OeUiH O3 DOCMAHOBIZbL OYPbIH-COHObL OOIMAAH MAPATY AACLIHA Ue
001a OMbIPLIN, COHELL OHINHCHLIOBIKMA DIpKamap npoonemanvix acnekminepee man 6onovl. Aemopnap

1 1 2 BectHuxk UHCTHTYTA 3aKOHOAATEIBCTBA M IPaBOBOii nHpopmanuu PK
Ne4 (62) - 2020



prnnnnnzzzzzniinniniiininiiiiin MegseQyHApOOHOE RPAeo U CPAeHUMmMeNnbHoe npagosedeHue

0Cbl OOCMaHObIKMblY He2i32i acnekminepin, aman aumkanod, OHbIH MA3MYHbl MeH KYKbIKMbIK Kambl-
Hacmapowly cyovekmuemi KYpamvlH a20icmemenix mypavloan Kapacmuipaowvl. Co3 60cmanobiesbl ao-
contommi emec 60NAHOLIKMAH, AHU UleKmeyliepae Yulblpaybl MyMKiH 6012aHObLIKMAH, OHbl ULeKmey
Hezi30epi Men 20icmepiHe epexuie Ha3ap ayoapbliaobl.

Byeinei manoa yaxinemmi opeanoap 3aHcbl3 dHcane KONAlcvl3 KOHMEeHmmily aiobli anxy MakKca-
MbIHOA NANOAIAHAMbBIH He2l32i Wapaniapsl caummeol Oy2ammay, i30ey HCyuecin cy3y dHcane eebcaiim-
MaH MazmyHowl xcoro 06onvin maodwviiadsi. Ocvl wapanaposl Kon0amy, a1emoiKk maxicipube Kkepcemin
omulpeanoatl, HaKmMsl epedicesiepdi cakmayovl manan emeoi. eH2i3iiemin uiekmeyiep 3aH2a Hez2i3-
Oeyi, OeMOKPAMUANLIK KO2AMOA MOIUIEPILEC JICaHe Kadcemmi OOLysl muic. Aemopnapmen o1apob
KONOAHYObly Hezi3el acnekminepi Kapacmulpbliaobl, COHOAU-AK KA3aKCMAaHObIK MaxicipubeoeH Mol-
canoap xermipedi. CoHbLMeH Kamap, Maxkaniaoa ocvl wapaiaposiy Oipin mazatisinoayoa Unmepnem
JHCENICIHIY IKCAYMAKMBIK CUNAmKa ue 06o1ysl 6eneini 6ip pendi amxapamsiisl aumovliean. Xanvikapa-
JIbIK, madcipube KopcemkeHoel, MemieKemmep 030epiHiy I0PUCOUKYUACLIH catim uiemenoik 6on2an
HeMece 3aHChl3 MA3MYHObL OPHANACMBIPRAH A0am wemendik azamam 0on2an xa20aioda 0a mapa-
maokwi.

Ocvlzan opaii, asmopiap unmepHemmezi co03 O6OCMAHOBIbIHBIY CUNAMMAMAILIK, epeKuleNiK-
mepiH manoayea Haue co3 60CMaHObIebIHbIY 00AH IPI OAMYbIHA OONHCAM IHCACAYEA MBIPLICIBL.

O HEKOTOPBIX ACIIEKTAX CBOBO/IbI CJIOBA
B IU®POBOM ITPOCTPAHCTBE B COBPEMEHHOM MUPE

AboanabauHa Jlanapa barnarosua

Cmapuiuil Hayunwlii compyOHUK 0MOena MeicOyHApoOOHO20 NPasa

U CpasHUmMeNbHO20 NPagogedenuss Mncmumyma 3akoHo0amenscmed

u npasogoil ungopmayuu Pecnyonuku Kazaxcman, mazucmp opuouyeckux Hayx,
Pecnyonuxa Kasaxcman, Hyp-Cynman, email: danaraabdi@gmail.com

Kyauknaesa Mupa KymarassieBHa

Pykosooumenv omoena mexcoyHapooHo20 npasa u CpasHUMeIbHO20
npagosedenus Mncmumyma 3akoHo0amenscmed

u npagogoiu ungopmayuu Pecnyonuxu Kazaxcman, PhD,

Pecnyonuxa Kasaxcman, Hyp-Cynman, email: miral 6_astana@mail.ru

Knrwoueswvie cnosa: c6obooa cnosa, yughposusayus, uHmepHem, npasa Yei08exd U paicoaHunda,
oocmyn K uHgopmayuu

Annomayun. Cmamws nocéaujena mpancgopmayuu c60000bi C10684 8 PAMKAX YUPPOB02O Npo-
cmpancmea. C pazeumuem niam@opm ooujeHus 8 uHmepHeme, om HeOOILUUX 3AKPbIMBIX opyMOs
00 COYUANbHBIX cemell U HOBOCTHBIX NOPMATI08 C MUIIUOHAMU NOJb308amenell u yumamernetl, c6000-
0a €106a, NOIYUUB HeOBIBALYIO 00 IMO20 chepy PACNPOCMPAHEHUsl, 8 NOCTeOHee Decamuiemue CmaJ-
Kugaemcs ¢ psaoom npooiemMHbIX AdCneKmos.

Asmopuvl MemoOUUHO paccmampugarom OCHOBHbIE ACNeKmbl OaAHHOU c80000bl, MAKUX KAK e€ CO-
oeparcanue u cyobeKmmblll cocmas npasoomuouteHul. Beudy mozo, umo c6oboda cnosa ne asusiemcs
AbCONIOMHO, M.e. MOXHcem NOOLEHCAMb 0SPAHULEHUAM, 0C000e 6HUMAaHUe 6y0em YOeleHO OCHOBAHU-
AM U MemMoOam e€ 02paHudeHus..

Ha cecoonsawmnuil 0enb 0CHOBHbIMU MeEPAMUL, UCHOTb3YEMBIMU YROTHOMOYEHHbIMU OP2AHAMU 8 Ye-
JIAAX NPe0omBpaujeHus HenpasoMepHO20 U HeNnpuemIemMo20 KOHmMenma, aeisomcs OJ0KUuposKka caima,
Gunbmpayus NOUCKOBLIX cucmem u yoaieHue Konmenma c eeocaima. Ilpumenenue 0auHbIX Mep, Kaxk
NoKa3vleaem Mupoeasi NPaKmuka, mpebdyem coOn0eHUs YemKux npasuil: 600UMble 02PAHUYEHUs
O0IHCHBL ObIMb OCHOBAHbI HA 3AKOHE, ABIAMbC COPASMEPHBIMU U HEOOXOOUMBIMU 8 0eMOKpamuye-
cKOM obugecmee. Agmopamu paccmampusaomcs OCHO8Hble ACHEeKMbl UX NPUMEHEHUsl, a MaKHce Npu-
B00AMCS NPUMePbL U3 KA3AXCMAHCKOU npakmuky. IIpu smom, ¢ cmamve ommedaemcs, ymo onpeoe-
JIEHHYIO PONlb 8 HA3HAYEHUU OOHOLU U3 OAHHLIX Mep uzpaem 3KCMeppUumopudibHbulil Xapakmep cemu
Humepnem. MedcoynapoOHas npakxmuka nokazwléaem, 4mo 20cyoapcmed pacnpocmpansiom Ce0H
IOPUCOUKYUIO Oadice 8 meX CIVYAsX, Koeod Caum A61sAemcs UHOCMPAHHbIM UTU KO20d TUYO, pazme-
cmuguiee HenpasoMepHbLil KOHMEHM, 8NN Cs UHOCMPAHHBIM 2PANCOAHUHOM.

Taxum obpazom, agmopamu nPeONnpuUHAMAa NONLIMKA NPOAHATUZUPOBAMb XAPAKMeEPHble 0CODEH-
HoCcmu c60000bl c106a 6 cemu Unmepuem u coenams npo2Ho3 0albHeluue20 pa3eumusi c60000bl Cl106d.

It is widely known that from the human rights ~ speech. The progress of means of communication
perspective two major areas of Internet regulation in digital space has changed the freedom of speech
have been privacy and freedom of expression/ in a certain way. One was given an opportunity
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to express his thoughts to the wide audience
and one was given an access to large amount of
information. So, for the state authorities the main
concerns in this sphere are: how to control illegal
content and how to control legal but potentially
harmful content without unduly infringing on the
right to freedom of speech [1, p.17].

Freedom of speech in the digital space can be
characterized by the clash of competing interests of
a wide range of subjects. Participants of these legal
relations can be divided into three large groups:

1) the state as the guarantor of protection of
public order and security;

2) an Internet user, whose actions, in fact, lead
to the conflict of interests of the participants;

3) entities whose activities are related to the
provision of Internet services.

The third group includes many participants:
Internet providers, website administrators, hosting
companies (hosting providers), social networks,
search engines, etc.

Relationships can arise between two groups
of subjects (for example, state-user, state-Internet
provider), and between all of the three groups.
Participation of certain entities from the third
group is determined by the subject of the dispute
or imposed restrictions.

At the same time, a number of factors justify
the complexity of state regulation: the speed
of information distribution, the transboundary
nature of the network, sophisticated process of
user identification. Moreover, unlike television
and newspapers, which also have a multi-million
audience, the Internet rarely require from a mere
user thorough editing of his material. All of
the above can serve as a fertile ground for the
emergence of various kinds of offenses:

1) distribution of inappropriate / illegal content
(materials that violate moral standards and norms
of national legislation);

2) distribution of materials that offend the
feelings of other users;

3) publication and distribution of information
discrediting someone’s honor and dignity;

4) distribution of materials that violate
copyright;

5) distribution and publication of content
that threatens national security and public order,
agitates for violent actions (hate speech).

This list is not exhaustive, but it reflects the
main violations arising from the use of free speech
on the Internet.

All international agreements (Article 19 of the
Universal Declaration of Human Rights of 1948,

Article 10 of the European Convention on Human
Rights (hereinafter - the ECHR), Article 19 of
the International Covenant on Civil and Political
Rights of 1969 (hereinafter - the ICCPR) establish
that freedom of speech consists of two elements
- unhampered expression of one’s opinion and
access to information'. At the same time that
right, which is not absolute, may be subject to
restrictions from state, the grounds for which are
enshrined in the ICCPR (paragraph 3 of article
19) and the ECHR (paragraph 2 of article 10).

According to the ICCPR, restrictions must
be established by law and must be necessary
for respect of rights, reputation of others and
protection of national security, public order,
public health or morals. Moreover, the ECHR
defined additional grounds: protection of territorial
integrity, prevention of disturbances and crime,
prevention of disclosure of the confidentially
received information, or protection of authority
and impartiality of the judiciary.

Nowadays constitutions of the majority of
countries contain universally enshrined standards
for guaranteeing freedoms and human rights.
Article 20 of the Constitution of the Republic of
Kazakhstan determines that, firstly, «freedom of
speech and creativity are guaranteed. Censorship
is prohibited», secondly, «Everyone has the right
to freely receive and distribute information in any
way not prohibited by lawy, thirdly, «Propaganda
or campaigning for a violent change of the
constitutional order, violation of the integrity of the
Republic, undermining the security of the state, war,
social, racial, national, religious, class and tribal
superiority, as well as the cult of cruelty and violence
are prohibited». Thus, article 20 of the Constitution
of the Republic of Kazakhstan guarantees
freedom of expression and receipt of information
and establishes the grounds for its restriction.

Regulations in the sphere of freedom of speech
are applied to the Internet space as well, which is
confirmed both by the practice of the European
Court of Human Rights (hereinafter - the ECtHR)
and by the recommendations issued by international
organizations. For example, the Recommendation
of the Committee of Ministers of the Council of
Europe to member states on the human rights of
Internet users?, the UN Guidelines on Human
Rights for Business®. The imposed restrictions must
be based on law, be proportionate and necessary
in a democratic society. This requirement was
especially emphasized by the ECHR in the Ahmet
Yildirim v. Turkey case. The court pointed out
that introduction of restricting measures requires

" General comment No. 34, CCPR/C/GC/34. Human Rights Committee. Electronic access: https://undocs.org/

CCPR/C/GC/34

Pexomenoayuss CM/Rec(2014)6 Komumema Munucmpos Cosema Esponsi 0jis1 20Cy0apcme-4ieHo8 0 npasax 4eio-
6eKa uHmepHem-noavb3osamenei. DnekmpoHuvitl docmyn. https://search.coe.int/cm/Pages/result_details.aspx? ObjectID
=09000016805c6f85#P118 25200 (0ama obpawerus om 12.05.20)

Pyxosoosuue npunyunst OOH no npasam uenosexa ousi 6uzneca 2011 2ooa. Inexmponnwiii docmyn: hitp://www.
ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR _EN.pdf (0ama oopawenus om 12.05.20)
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a clear legal basis that establishes the scope of
restrictions and the right to challenge them in court*.
With the increase of restrictions of Internet
freedom, the methods of state control are slowly
becoming less visible [2, p.183]. Among the
most prominent measures applied by authorities
are: blocking website, filtering website in search
engines, and removing content from website.
Blocking, filtering or suspension of access to
the Internet content are technical measures designed
to restrict access to information or resources. Such
actions are usually taken by an Internet service
provider (Internet service provider) through
hardware and software that block the receipt or the
display of certain content on the devices of Internet
users. The goal of such hardware and software is to
block the Domain Name System (DNS) or Uniform
Resource Locator (URL). In turn, requests to
remove content are sent to website administrator
(web-site operator) or server owner (host).
Application of these measures is not always
perceived favorably by the owners of Internet
platforms (as well as in cases of additional
liability of hosting sites for violation of copyright
by their users). For example, in 2014 Ilya Azar’s
article «Ust-Kamenogorsk People’s Republic.
Whether Russians are waiting for «polite people»
in Kazakhstan» posted in the Meduza Internet
portal was recognized by the local executive body
as inciting ethnic hatred and calling for violation
of the country’s territorial integrity. The website
was blocked on the territory of Kazakhstan. It is
not known whether Kazakhstani authorities had
previously contacted the Meduza administration
before the blocking, but given that the article is
still on the website, it can be assumed that the
administration had rejected the removal request”.
Still, there are some positive examples of
cooperation. In some cases, state authorities deal
with the issue through diplomatic channels. Thus,
publication of the article «Why Kazakhstan seeks
to return to China» published at the end of March
2020 on the Chinese portal www.sohu.com was
discussed on the intergovernmental level. On April
14, 2020, the Ministry of Foreign Affairs of the
Republic of Kazakhstan, during a meeting with the
Chinese Ambassador to Kazakhstan Zhang Xiao,
expressed the protest against the article to the
People’s Republic of China. In the evening of the
same day, the article was removed from the website®.
Also, despite the fact that the Internet is

identified as a space without borders, the territorial
boundaries of states, nevertheless, have an
impact on the methods of interaction between
stakeholders. In particular, in cases when illegal
content is posted on the servers located outside
the territory of a state the legislation of which the
posted content violates. In this regard, we should
mention such aspects of relations arising in the
Internet space as their transboundary nature and,
as a consequence, state extraterritorial jurisdiction,
which implies the ability of state to exercise
jurisdiction outside its territory. In the doctrine of
international law, full jurisdiction of state is «the
power of state to prescribe the behavior and ensure
the implementation of its prescriptions by all legal
means at its disposal» [3, p. 330]. Jurisdiction
according to its territorial scope can be territorial
and extraterritorial [4, p. 38].

As Professor R.M. Valeev notes, «if the
interests of the state are somehow affected or the
subject of the legal relationship is a citizen of this
state, it can claim the exercise of its jurisdiction» [5,
p. 400]. In this regard, the academic has identified
grounds for the extension of criminal jurisdiction
of state outside its territory:

a) the acts were committed abroad by his
citizen;

b) the acts were committed against his citizen;

c) acts that cause damage to this state
(protection of state interests in the field of national
security, financial stability, etc.);

d) acts that are defined as crimes under
international law [5, p.419-420].

Nowadays states, concerned about the
protection of private data, cybercrime, copyright,
tend to adopt laws that have an extraterritorial
effect. National legislation of such states as
Malaysia, Germany affecting freedom of
expression and extending its power beyond the
host state and regulations of the EU were analyzed.

In 2015, Malaysia passed amendments to the
Sedition (Amendment) Act, which empowered
sessions courts to order the removal from the
Internet of publications calling for rebellion,
causing damage to person or property, inciting
racial, interclass and religious hatred’. Pursuant
to Section 3 of Article 2 of the Extra-Territorial
Offenses Act 1976, the offenses defined in the
Official Secrets Act 1972 and Sedition Act 1948
committed by any citizen or resident, any place
without and beyond the limits of Malaysia shall be

4 European Court of Human Rights, the case of Ahmet Yildirim v. Turkey Ne 3111/10 of 18.12.2012. Electronic access:
http://hudoc.echr.coe.int/fre?i=001-115705 (date of access 04.08.20)
Meduza.io is blocked in Kazakhstan prior to the expertise results. Publication at the news portal Tengrinews.

kz.  Electronic access:

rezultatov-264341/ (date of access 03.08.20)

https.//tengrinews.kz/kazakhstan _news/internet-resurs-meduzaio-zablokirovan-kazahstane-

Publication about «Kazakhstan's belonging to China» entails a note of protest. Publication at the news portal
Azattyq. Electronic access: https://rus.azattyq.org/a/kazakstan-and-china-note-of-protest/30553220.html (date of access

03.08.20)

” The Sedition Act 1948. Electronic access: https://www.cljlaw.com/files/bills/pdf/2015/MY FS BIL 2015 17.pdf

(date of access 02.08.20)
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punished under the law as if the crime had been
committed in Malaysia®.

In 2017 the European Union adopted the
Regulation on cooperation between national
authorities responsible for the enforcement
of consumer protection laws’. Article 9 of the
Regulation establishes powers of competent
authorities of the Member States of the Union
responsible for consumer protection. In accordance
with subparagraph (g) of paragraph 4 of Article 9
of the Regulation, in cases where there are no other
effective means to stop or prohibit the violation
covered by this Regulation and in order to avoid the
risk ofcausing seriousharmtothe collective interests
of consumers, the competent authorities may:

(i) remove content or restrictaccess to the online
interface or order the display of an explicit warning
to consumers when accessing the online interface;

(i1) order the hosting provider to remove,
disable or restrict access to the online interface; or

(ii1) where appropriate, order domain registries
or registrars to delete a fully qualified domain
name and allow the competent authority concerned
to register it.

Furthermore, according to paragraph 40) of
the preamble of the Regulation «The enforcement
challenges that exist go beyond the frontiers of the
Union, and the interests of Union consumers need
to be protected from rogue traders based in third
countries». Thus, without a court ruling European
agencies and bodies for protection of interests and
consumer rights at their discretion of are eligible to
issue an order to remove and block sites which are
located outside the European Union may be issued.

The Network Enforcement Act (NetzDG)
(hereinafter referred to as the Act) adopted in 2017
in the Federal Republic of Germany caused a great
stir in the world community'’. It represents a certain
interest for us as it reflects common tendencies in
the regulation of freedom of speech in the digital
space: growing responsibilities of intermediaries
and extraterritorial power of state.

The Act was adopted as a measure to
protect network users from inciting hatred and
disinformation on the Internet. That, in turn, put
pressure on social networks and online media,
number of users of which exceeds 2 million, to
promptly respond to user complaints and remove
illegal content from their websites.

AccordingtoArticle2 oftheAct,socialnetworks
that receive more than 100 complaints about illegal

content during a calendar year are required to
compile semi-annual reports on the consideration
of complaints about illegal content on their
platforms and publish these reports in the Federal
newspaper and on their website no later than one
month after the end of the corresponding half-year.

The greatest public concern was caused by
Art. 3 of the Act, which imposed the obligation
on social networks to remove or block access to
content that is manifestly unlawful within 24 hours
from the receipt of the complaint. In relation to the
rest of the illegal content (the Act does not specify
what kind of content) the time frame is extended
up to 7 days. Failure to fulfill these obligations
will result in a fine of up to 5 million euros.

The Act applies to any platform, regardless of
whether it falls under the jurisdiction of the Federal
Republic of Germany, where hate speech can be
downloaded or viewed by a citizen or a resident of
the Federal Republic of Germany.

According to the UN Special Rapporteur on the
promotion and protection of the right to freedom of
opinion and expression, D. Kaye, the obligations
imposed on private companies by this Act raise
concerns about freedom of expression. The
Special Rapporteur also notes that «A ban on the
dissemination of information based on vague and
ambiguous criteria, such as «insult» or «slander»,
is incompatible with Article 19 of the ICCPR. The
list of violations is broad and includes violations
that do not require the same level of protection.
In addition, many of the violations covered by
the draft law strongly depend on the context,
which the platforms are not able to assess»'’.
The imposition of heavy fines also, according to
the Special Rapporteur, may constitute undue
interference with freedom of speech. Overall, the
report notes, high fines and tight time frames can
lead to overregulation of the web, which will result
in the removal of even legitimate content in order
to prevent any complaints about internet platforms.

According to paragraph 2-1 of the Article 25
of the Law of the Republic of Kazakhstan «On
Mass Media», the owner, editor-in-chief (editor)
of the mass media (web-sites are acknowledged
as mass media) shall be liable for distribution of
messages and materials containing propaganda or
agitation of a violent change of the constitutional
order, violation of the integrity of the Republic
of Kazakhstan, undermining the security of the
state, war, social, racial, national, religious, class

8 The Extra-territorial Offences Act1976. Electronic access: http://www.agc.gov.my/agcportal/uploads/files/
Publications/LOM/EN/Act%20163.pdf (date of access 02.08.20)

4 Regulation (EU) 2017/2394 of the European Parliament and of the Council of 12 December 2017 on cooperation
between national authorities responsible for the enforcement of consumer protection laws and repealing Regulation (EC)
No 2006/2004. Electronic access: https://eur-lex.europa.eu/eli/reg/2017/2394/0j (date of access 04.08.20)

Network Enforcement Act 2017. Electronic access. https.//germanlawarchive.iuscomp.org/?p=1245 (date of access

om 04.08.20)

Mandate of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression
OL DEU 1/2017. Electronic access: https://www.ohchr.org/Documents/Issues/Opinion/Legislation/OL-DEU-1-2017.pdf

(date of access om 05.08.20)
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and tribal superiority, the cult of cruelty, violence
and pornography, regardless of the source of their
origin'2. Still, the Law does not indicate how, to
what extent responsibility should be distributed
between these parties.

Overregulation by social media, web-sites
can also represent a measure directed against
their assumable liability as nowadays there is
no accurate and effective model of defining the
liability of intermediaries (hosts, administrators,
etc.) in the Internet. Thus, overregulation can be
described as a protection measure for web-site
owners and administration.

Unreasonable application of blocking, filtering
and removal of content constitute violations of
freedom of speech. These violations are facilitated by
the lack ofappropriate legal regulation or the absence
of clear legal framework that establishes the grounds
for imposing restrictions, the scope of restrictions
and the possibility of challenging them in court.

In the doctrine of international law, state, as
noted by the Soviet scientist D.B. Levin, «bears
international legal responsibility for internationally
illegal actions of individuals, own citizens or
foreigners committed on its territory. Strictly
speaking, it is responsible not for the actions of
private individuals as such, but for the behavior
of their bodies, which did not prevent such actions
or did not punish their perpetrators, although they
were obliged to do so» [4, p.81]. Thus, we can
conclude that even though the state relinquishes its
power to control and regulate the Internet space, it
remains responsible for protection and observation
of constitutionally guaranteed human and civil
rights and freedoms.

In this regard, it is quite common when state’s
desire to protect citizens from the influence of
illegal content results in the excessive assignment
of responsibility to Internet intermediaries, which,
in turn, affects the end user and his freedom of
speech. Furthermore, as some academics note,
different protections of freedom of speech may
create intercultural or cross-cultural conflict on the
Internet [7, p.733].

Thus, such advantages of the Internet as its
transboundary nature, the speed of information
distribution, global interconnection, lack of
complete control, and the rapid development of
technologies have led to the high complexity of
regulation of freedom of speech in the Internet. Also,
it should be noted that rights and responsibilities
of Internet intermediaries tend to expand every
year. By imposing the obligation for the Internet
intermediaries to observe, control and protect
public order in the digital space, states to some
extent delegate part of their competence in the field
of protecting the rights and freedoms of its citizens.

Recent arguments between the social network
Twitter and the administration of US President
Donald Trump indicate that inner regulation of
social media becomes stiffer than legislation in this
sphere'. Thus, users are restricted in their rights
and can be banned without the right for challenging
the decision of the platform administration. State
legislation does not impose any imperatives for
social media platforms in this sphere. We suppose
that further participation and presence of the
Internet intermediaries in the digital space will
play an increasing and more powerful role in the
enjoyment of freedom of speech.
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O ITPEJAEJIAX 9KOJTOI'MYECKOI'O HOPMHUPOBAHMUA
1O 3AKOHOIATEJIBCTBY PECIIYBJIMKHU BEJIAPYCb
N APYTUX TOCYIAPCTB-YJIEHOB EBPASUUCKOI'O
IKOHOMHUYECKOI'O COIO3A

lN'amnukosa Tamapa BiaagumupoBHa

Hauanvnux omoena npobdnem ykpenienust 3akOHHOCIU  chepe

9KOHOMUHECKOT 0esAMeNbHOCIU 20CYOAPCMBEHHO20 YUPerHCOeHUs]
«Hayuno-npaxmuueckuil yenmp npobnem yKpenieHnus 3aKOHHOCIU U NPA8ONOPAOKA
Lenepanvnou npoxypamypel Pecnybnuxu benapycwy, kanoudam 10puouteckux Hayx,
ooxmopanm benopycckoeo eocyoapcmeennozo ynusepcumema,

2. Munck, Pecnybnuxa Benapycs, e-mail: tomagashnikova@gmail.com

Knrwuesvie cnoea: Hopmuposanue 6 obnacmu oxpanvl OKpyxcaroweli cpeovl, IKOL0SUUECKOe
HOpMUpOBAaHUe, HOPMAMUBLL KAYeCmaa OKpyxcaroujeli cpedbl, HOpMamugbl npedeibHO OONYCIMUMbIX
8030elicmeull, mexHuieckoe pe2yiuposanue, CaHumapHo-3nudemuonocuyeckoe Hopmuposauue, Es-
PA3UUCKUL SKOHOMUYECKULL COHO3.

Annomayus. B cmamve nposooumcs ananuz oouge2o u 0CO6eHHO20 8 NPABOBOM pe2yIUPOBaAHUU
9KONO2UYECKO20 HOPMUPOBAHUS 8 20cydapcmeax-unenax Espasutickozo saxkoHomudeckoeo coroza. Co-
NOCMABIAIOMCSA HOPMbL NPUPOOOOXPanHbIX akmoeé Pecnyonuxu Benapycs, Poccuiickou Dedepayuu,
Pecnyonuxu Kazaxcman, Kvipevizckou Pecnyonuxu u Pecnyonuxku Apmenus, nocesueHHvle npasoso-
MY UHCIUmMYMY 9K0102U4ecko20 Hopmuposanus. Koncmamupyemces, umo, ne cmomps Ha cXodcuil 6
yenom nooxoo, 8 2ocyoapcmeax-uieHax Eepazutickoeo 9KOHOMUUECKO20 CO3a UMEIOMCsl KOHYEenny-
anbHble paziudus 8 onpeoeleHul nepedutell HopmMamueos, YCmaHaeIu8aemMvlx 8 pamKkax Koaio2uye-
cKo20 Hopmuposanus. Paccmampuearomes 83214061, umeroujuecs 8 00KmMpuHe 9KoI02U4ecko20 npaed,
Ha Kpy2 60NpPOCO8, 0X8AMblEAEMbIX IKON02UYECKUM HOPMUPOBAHUEM. [[aHHOL NPOONIeMOll 3aHUMATUCD
B.B. Ilempos, T'B. Ilemposa, U.0O. Kpacnosa, FO.I. Maxcumosa, H.B. Kuuueun, /{.1. [llakuposa u
pao0 Opyeux asmopog. Obpawiaemcs 6HUMAHUE HA HEKOMOPble HOPMAMUBHbIE NOJLONCEHUS, UMEIOUjU-
ecsi 8 mooenvHom 3akonooamenvcmee Coopyocecmea Hezasucumvix Tocyoapcme, Dxonoeunweckom
kooexce @panyysckoti Pecnyonuxu.

IIposedennoe uccnedosanue no3gosem coeiams 6618600 0 MOM, UMO KOHYEeNnYusi IKON0SUYECKO-
20 HOPMUPOBAHUSL OKOHYAMENbHO He CHOpMUPOBAHA, HA HAYUOHATbHBIX YPOBHAX NPOUCXOOUM NOUCK
B03MOCHBIX 8APUAHMOB NOCMPOEHUS FMO20 NPABOBO20 MeXanuzma. B kauecmee onmumanvrou mo-
oenu paccmampueaemcs MoOeib, OCHOBbIBAIOWASC HA KOMNJIEKCHOM 63271510€e HA CYUWecmaeo IKO10-
2UYEeCKO20 HOPMUPOBAHUSL.

B nnane npoxoosawux npoyeccog espazutickou unmezpayuu aHaIu3upyomcesa pabomsl, 3ampazu-
garoujue 60ONPOCHL 2APMOHU3AYUL, YHUDUKAYUU HOPMAMUBHBIX NPABOBLIX AKMOE 20CY0aPCME-41eHO8
Eepaszuiickoeo sxonomuuecxozo corosa, cpeou komopuix pabomur T.H. Muxaneesoti, A.A. Kawupxuna,
A.H. Mopososa, E.A. Ceaokosckoti. Onupascey Ha Hopmbi [locosopa o Eepazutickom skoHomuueckom
coto3e, YKA3vl8aemcs Ha yenecoodpasHocms 63auMooelcmsus 2ocyoapcmea-uienos Espasutickozo
9KOHOMUYECKO20 COM03A OJIsl (hOPMUPOBAHUS 2APMOHUSUPOBAHHO20 NOOX00d K NPABOBOL pe2ldMeH-
mayuy IKON02UYecKo20 HOPMUPOBAHUSL.
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